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Project Red Hook (PRH) is an HSI-led, nationwide initiative 
targeting the abuse of retail gift cards by organized crime 

groups emanating from the People’s Republic of China 
(PRC) to generate capital for illicit underground banking 

activities and black-market financial exchange.
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Bottom Line 
Up Front

These schemes have victimized 
tens of thousands of Americans 
and caused over $1 billion in 
consumer and retail losses. 

This activity appears to be an
active front in the PRC’s 

economic and hybrid warfare 
campaigns against the U.S. 

PRH provides a coordinated, 
ICE-wide response that 

leverages our unique capabilities 
to disrupt immigration-based 

transnational crime 
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Project Red Hook 
Milestones

November 2023 – ICE HQ 
Roundtable with U.S. Retail 
Industry Representatives
December 2023 – Project Red 
Hook Established
September 2024 – 100th Arrest
April 22-24, 2025 – Operation 
Double Tap
April 28, 2025 – GCFPA MOU 
signed at RILA Conference
July 2025 – 200th Arrest
2026 (Proposed) – Operation 
Retail Me Not, i.e., Spoof Sites
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Project 
Red Hook
Tampering & Draining



HONOR |  SERVICE  |  INTEGRITY

Takers Tamperers Placers Balance 
Checkers Redeemers Exporters
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Chinese nationality
35 or younger
Cross-body, fanny pack, or 
puffer jacket
Arrive in out-state plated 
vehicle (CA or NY)
Travels in pairs 
Communicate with handler 
via WeChat
Strict record-keeping and 
labeling of cards by store 
number and address

Takers
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Stationary or mobile
Females
Massage parlors
Receive boxes of 1000s of 
cards at a time
Send & receive through 
express consignment

Tamperers
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Placer and Taker are often 
the same person
Taking and placing may 
occur in the same incident
Attention to detail to ensure 
cards are returned to the 
same location from where 
they were taken
Use merchandising best 
practices e.g., eye level 
placement

Placers
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Balances checked online 
using 3rd party sites and 
VPNs
Employ countermeasures to 
prevent geolocation 
mismatches and pre-
activation blocks
Balance checked within 
minutes to days of customer 
purchase at point-of-sale

Balance 
Checkers
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Redeemers receive the 
details of cards with 
balances from the balance 
checkers
Load card information into 
virtual wallets or use 
images of the bar codes
Apple product is #1 choice
Prioritize no sales tax states 
to maximize their 
purchasing power

Redeemers

HONOR |  SERVICE  |  INTEGRITY

Product is exported from 
the U.S. via FedEx to Hong 
Kong
Product is shipped in bulk
HSI and CBP work together 
to seize illicit shipments 
from the international mail 
stream prior to departure 
from the U.S. 

Exporters
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Command & Control
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Record Keeping
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June 20, 2024
Interstate 65 (Mobile, AL)
Baldwin County Sheriff’s Office

Total Card Value:  $1.4 Million
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June 27, 2024
Burleson, TX

Burleson Police Department
    Total Card Value:  $1.7M
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Project 
Red Hook
Operation Double Tap
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SMShing 
Campaigns 
Unpaid Tolls, Undelivered 
Packages, etc. 
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Stolen Card Data Stolen Payment Credentials Loaded 

into Mobile Wallets on iPhones in 
China



HONOR |  SERVICE  |  INTEGRITY

Z-NFC
Relay Software Loaded onto 
Android Devices
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Z-NFC

Bridge between the iPhone in China 
with stolen payment credentials, an 
Android phone in China, and the 
mule’s Android phone anywhere in the 
world.  

GRGRGRGRITITTTYYY
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OPERATION DOUBLE TAP
Results



9 Days 
(July 2 – July 11, 2025)

15,181 Confirmed Fraud 
Transactions, all In-Store

Average of 1,686/day

20 individuals x 85 transactions/day

$7M (and counting) in loss

OPERATION DOUBLE TAP
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Project 
Red Hook
Operation Retail Me Not
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Legitimate Site
https://www.myprepaidcenter.com/home
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Spoof Site
https://myprepaidcenter-seven.vercel.app/
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Spoof Site
https://myprepaidcenter-seven.vercel.app/
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Project 
Red Hook
Strategy
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PRH uses a four-step approach to identify and address gift card industry 
vulnerabilities exploited by PRC-based organized crime groups and 

leverages public-private intelligence exchange to inform enforcement efforts 
against the criminal networks involved.  

Mitigation Education Disruption Dismantlement
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Mitigation
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Education
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Education



HONOR |  SERVICE  |  INTEGRITY

Education
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Disruption
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Project 
Red Hook
Partnerships



www.ProtectMyGiftCard.com



Legislative Fixes
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HOMELAND SECURITY INVESTIGATIONS

Adam K. Parks
Assistant Special Agent in Charge

Contact Information

Adam.K.Parks@hsi.dhs.gov (225) 321-2135

HSI TIPLINE 1-866-347-2423 | Follow us on Twitter @HSI_HQ          |  Visit us at https://t.co/GEAF00ErKl?amp=1Q          | 


