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NSI Project Partners
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• Launched in 2010

• Simple and effective program to raise public awareness of indicators of 
terrorism and terrorism-related crime 

• Emphasizes the importance of reporting suspicious activity to the proper 
state and local law enforcement authorities

If You See Something, Say Something™ 
Campaign Overview
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Fusion Centers
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• Receive threat information from the federal government

• Analyzes federal information in the context of local environment and 
disseminates that information to local, state, and tribal agencies

• Gathers tips, leads, and suspicious activity reports (SARs) from state, local 
and tribal agencies as well as the public

• Protects the civil liberties and privacy interests of citizens throughout the 
intelligence process

• Fusion Centers provide the federal government with critical state, local, and 
tribal information as well as subject matter expertise.

Role of Fusion Centers
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The Nationwide Suspicious Activity Reporting (SAR) Initiative (NSI) is a joint 
collaborative effort by the U.S. Department of Homeland Security, the Federal 
Bureau of Investigation, and state, local, tribal, and territorial law enforcement 
partners.

The NSI is a standardized process—including stakeholder outreach, privacy 
protections, training, and facilitation of technology—for identifying and 
reporting suspicious activity in jurisdictions across the country and also serves 
as the unified focal point for sharing SAR information.

What is the NSI
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• Focuses on behavior

• Processes the information to identify terrorism-related SARs

• Links these SARs with information from across the nation

• Results in a national effort to detect, prevent, and disrupt terrorism-related 
activities

- Using the framework of the ISE-SAR Functional Standard

- Appropriately protecting privacy/civil rights/civil liberties

Nationwide SAR Initiative (NSI)
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Widening the aperture.

•Counterterrorism

•Mass Casualty Events and School Violence

•Transnational Organized Crime

•Cyber Security

•Counterintelligence

•Economic Security

NSI Refresh
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ISE-SAR Functional Standard

Version 1.5.5
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• Vetting and Submission

- Information submitted by law enforcement 
is reviewed by a trained analyst against the 
NSI Vetting Guidelines

- Functional Standard-compliant information 
is either shared in the NSI SDR or reported 
in eGuardian

- Only the information determined by the 
submitting agency as shareable is available 
for search/view

NSI Process SAR Behaviors
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• Suspicious Activity Report (SAR): Official documentation of observed behavior 
reasonably indicative of preoperational planning associated with terrorism or 
other criminal activity

• ISE-Suspicious Activity Report (ISE-SAR): An ISE-SAR is a SAR that has been 
determined, pursuant to a two-part process, to have a potential terrorism nexus 
(i.e., to be reasonably indicative of criminal activity associated with terrorism).
ISE-SAR business, privacy, and civil liberties rules will serve as a unified process to 
support the reporting, tracking, processing, storage, and retrieval of terrorism-
related suspicious activity reports across the ISE

- the term “other criminal activity” must refer to criminal activity associated with 
terrorism and must fall within the scope of the 16 terrorism pre-operational behaviors 
identified in the Functional Standard.

Definitions of SAR and ISE SAR
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• Reasonably Indicative Operational Concept

- Reasonably indicative is a concept for documenting and sharing a 
suspicious activity report that takes into account the circumstances in 
which that observation is made which creates in the mind of the 
reasonable observer, including a law enforcement officer, an articulable 
concern that the behavior may indicate preoperational planning 
associated with terrorism or other criminal activity.  It also takes into 
account the training and experience of a reasonable law enforcement 
officer, in cases where an officer is the observer or documenter of the 
observed behavior reported to a law enforcement agency

Reasonably Indicative
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Progression of Information Development
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• Defined Criminal Activity and Potential Terrorist Nexus Activity

- Breach/Attempted Intrusion

- Misrepresentation

- Theft/Loss/Diversion

- Sabotage/Tampering/Vandalism

- Cyberattack

- Expressed or Implied Threat

- Aviation Activity

ISE-SAR Criteria Guidance
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• Potential Criminal or Non-Criminal Activity Requiring Additional Fact 
Information During Investigation

- Eliciting Information

- Testing or Probing of Security

- Recruiting/Financing

- Photography

- Observation/Surveillance

- Materials Acquisition/Storage

- Acquisition of Expertise

- Weapons Collection/Discovery

- Sector-Specific Incident

ISE-SAR Criteria Guidance
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• Each jurisdiction must follow its own policies, regulations, and/or laws 
regarding the initial timeline for vetting, follow-up reviews, and updates to 
SAR information

• Follow your fusion center’s SAR standard operating procedure and agency 
privacy policy regarding the submission of SAR information that may not 
meet the Functional Standard

• Vetting is based on analyst/investigator training and experience and must be 
viewed in the context, facts, and circumstances of the incident

Vetting Issues
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• Analysts or investigators who need additional information for SARs are 
encouraged to follow up with the submitting agency

• Not all information is reasonably indicative of terrorism or criminal activity

- When the behavior describes activities that are not inherently criminal and may be 
constitutionally protected, the vetting agency should carefully assess the information 
and gather as much additional information as necessary to document facts and 
circumstances that clearly support documenting the information as an ISE-SAR

Vetting Issues
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• Information submitted by law enforcement is reviewed by a trained 
analyst/investigator against the NSI ISE-SAR vetting guidance

• Context, facts, and circumstances should be used to interpret the behaviors

• Functional Standard-compliant information is either shared in the NSI SDR or 
reported in eGuardian

- Only the information determined by the submitting agency as shareable is available for 
search/view

Submission
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Privacy Considerations

Privacy, Civil Rights, and Civil Liberties Considerations 
for the Suspicious Activity Reporting (SAR) Vetting 

Process
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• Initial collection was illegal or inappropriate

• Poor data quality

- Sharing of erroneous or otherwise deficient data may lead to denial of benefit or 
liberty

• Data used for purpose other than original purpose

• Mishandling/misuse of records

• Inappropriate storage, dissemination, and 
retention

• Data breach

• Lack of redress available to the individual

P/CRCL Issues:  How Do They Arise?
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• To individual

- Personal harm (job, reputation)

- Loss of benefits or liberties

• To agency

- Limitation/loss of sources, methods, and information

- Disciplinary action and job loss

- Limitation/shutdown of operation and court action

- Economic harm

- Loss of public trust

P/CRCL Issues:  What Is the Harm?
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• Comprehensive privacy and civil liberties protection policies (e.g., fusion 
center privacy policies)

• Enhanced P/CRCL protections 

- Information systems

- Technology

• Transparency and accountability

• Privacy Impact Assessments

• Community outreach

• Training, technical assistance, national standards

P/CRCL Issues: What are the Solutions?
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Training and Outreach Resources
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To view/download class information as well as 
intelligence resources

Visit https://filecloud.iir.com/X/DHS2018

Password - 2018DHS

Resources

NSI Public Web Site

https://nsi.ncirc.gov

https://filecloud.iir.com/X/DHS2018
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Questions

Wesley Moy, Ph.D.

nsiinformation@ncirc.gov


